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Introduction
Today, one of the important assets of every business organization is information and in many cases it constitutes a strategic asset. They play the role of an elementary economic factor, determining profit and level of competitiveness on the market [2, 3, 4, 7, 11, 14] . Therefore, there is a need for effective management of information resources. As its basis, it should cover not only shaping of multi-way information flow networks and channels, considering the tendencies and the directions of information management systems development, but also broadly understood issues of information security.
Information security should be perceived as the entirety of technical means and organizational solutions, creating a barrier against threats. These may include: data destruction, its loss, unauthorized copying, modification or disclosure.
Furthermore, it should be very clearly and precisely emphasized that all actions focused on the issue of ensuring a reasonable level of information security should not be treated by a business entity selectively, as a one-time or occasional measure, but as a continuous process. It should constitute a complex set of solutions, subject to systematic monitoring and development.
The critical factor in the structure of this process remains to be the fully underestimated role of the human factor. Meanwhile, it is precisely the human inclination to make mistakes, commit breaches and abuses that generate losses and damages caused by disclosure, modification, destruction or loss of corporate data.
The purpose of this publication is to draw the reader's attention to the role of the human factor in the information security system of an enterprise. In the opinion of the authors of this work, when organizing proper protection of information resources risks arising from intentional or unintentional activity of an individual must be taken into account. The considerations presented in the article result from the authors' own research conducted in one of the companies operating on the construction services market, located in the Silesian Voivodeship.
Information security threats -literature study
A threat should be understood as a potential cause of an event that could result in a breach of security of the information processing system, which creates damage to an organization or its resources. Direct or indirect attack on information may result in damage, disclosure, modification and loss of information or its accessibility.
Information processes in modern business entities are exposed to a number of different threat categories with varying degrees of occurrence probability. As a result, every business activity is burdened with the possibility of a threat. In addition, due to the development of information and communication technology, and especially the Internet, information security threats are becoming more frequent, taking on new and unknown forms and generating enormous losses and damages to an individual, organization, society or even country. The popularity of information systems and computer networks means that they are not free from threats and, additionally, they have created new types of dangers [15, 17] . Consequently, ensuring the adequate level of security requires appropriate identification and classification of threats, as only such activities permit the proper establishment of safety rules and the choice of security measures. By classifying information security threats based on a criterion such as the source of their emergence, internal and external threats can be distinguished [1, 9, 12, 18] . Internal threats come from legal users of the information system (e.g. company employees) and therefore they are the most dangerous. They may be linked to computer hardware, software or people (organization employees). External threats, in turn, come from the business environment and are usually related to the specific activity of a business entity and the use of the Internet [5] . Most often, they result from intentional or accidental action of third parties, such as intruders attempting to access corporate information.
Considering the technical criterion, hardware and software threats can be distinguished. Hardware threats are caused by malfunction or failure of IT equipment or intentional in-terference with the system and/or IT network. Software threats are created by software gaps and errors, its failure or unauthorized interference with this software [13] .
Information security threats can also be classified with respect to the whole information process, which consists of: collection, processing, storage and transmission of information. At each of these stages, specific threats are generated [10] :
 collection, processing -modification of information;
 storage -unauthorized access, destruction, modification of information;
 transmission -interception, eavesdropping, modification of information.
It is also worth emphasizing that the environment and cultural conditions within which an organization operates can significantly affect the harmfulness of threats and regulate the course of business conduct. In exceptional cases, specific cultural conditions require the recognition of some kind of dangers as harmless.
As indicated above, the identification and assessment of threats should take into account the internal and external sources of their occurrence, as well as the threats resulting from random events. T. Kifner does not share this view and considers the cited classification criteria as merely academic and not reflected in economic practice [6] . In his opinion, the most accurate division includes risks that have consequences related to financial and non-financial losses. Table 1 presents the taxonomy of information security threats, taking into account criteria such as: the role of man, impact object and impact effect. Source: own elaboration based on [8] In the literature of the subject, there is also a division of threats taking into account only the activity of the human factor. It introduces two principal concepts: a source of threat (a threatening unit) and motivation. Individuals who intentionally or unintentionally can use the vulnerabilities to cause losses and damages to organization's resources constitute the source of threat. Motivation means the potential benefits for the threatening individual as well as tools that he or she will use to attack information. Examples of threats involving human participation are shown in Table 2 . 
Preparing and conducting of own research
Opinions and judgments have played a major role in collecting research material, which was possible to achieve by using two research methods: surveying and interviewing.
During the survey, the technique of individual, environmental and anonymous questionnaire was used. In turn, the author's questionnaire was used as a research tool.
The interview was conducted using the technique of uncategorized (free) interview. Its purpose was to supplement and detail questions in the survey questionnaire. Taking into account the applied research technique, the research material was collected using a tool in the form of an interview questionnaire.
Selected research results are cited further in this publication. They served to answer the following question: What categories of information security threats are associated with the human factor? The research conducted is a valuable source of information, enriching the knowledge of the issues discussed in this publication, and its results are a perfect complement to the theoretical considerations.
Taxonomy of information security threats associated with the human factor
Regardless of the variety of information security threats, the human factor should be recognized as the main source of their origin. The conducted research has shown a number of threats that have been categorized into four groups. The first of them consists of intentional actions of employees, dictated by their low motivation, bad working atmosphere, lack of sense of association with a company and shared responsibility for its security as well as the desire to make a quick profit.
The research results showed that 45% of respondents pointed to theft of equipment, documents or mobile data carriers as the most important sources of information security threats in an enterprise. With regard to intentional threats, violating existing security rules and procedures by employees were also taken into account. The findings related to personnel behaviors determining the loss or disclosure of corporate data are summarized in Figure 1 . Furthermore, the conducted research results indicate that employees violate procedures regarding the usage of computer hardware and company e-mail box. More than half (63%) of the respondents used company e-mail also for private purposes and as much as 80% used company computer hardware to browse websites not related to official duties, as the data in Figure 2 shows. The second group of human factor threats results from the executives' insufficient knowledge in the scope of information security management, which in turn translates Only persons with access to legally protected information (personal data) participate in training courses, as such an obligation is imposed by adequate legal regulations. The rest of employees, including mainly temporary ones, interns and trainees, do not take part in any form of further training. It can be seen from the data in Figure 3 that only 26% of the respondents indicated that the company had organized information security courses and trainings, while 45% of them claimed that they had participated in such forms of additional education, as shown in Figure 3 .
The third group of threats is related to using various ways of manipulating people, influencing their emotions or tricking them. This is inextricably linked to the abovementioned group of threats, since social engineering attacks are usually aimed at people with low awareness in the field of threats and the company, which lack the adequate training among both employers and employees in an enterprise.
Social engineering primarily uses human weaknesses such as: human tendency to help, excessive talkativeness, excessive trust, vulnerability to the impact of third parties, etc. The conducted survey research has confirmed that they are one of the most important factors determining the loss of information security of an enterprise (Figure 1 ). The fourth group results from inadequate organization of work. Among many irregularities, the following can be identified:
Short-staffing in the sphere of information security management. During the survey, the highest percentage of respondents indicated the company's chief IT specialist as a person responsible for information security in the company, while only 10% of respondents pointed to the information security specialist, as evidenced by Figure 5 . Accordingly, the widespread belief that information security is, above all, the elimination of threats in the IT infrastructure has been confirmed. The lack of information security specialists in the organizational structure can contribute, among other things, to: 
Security staff
Yes improper classification of information, gaps and errors in the intra-corporate information flow system and its distribution outside, personnel's incompetence and unawareness in terms of vulnerability to threats or ineffectiveness of implemented security measures (especially the organizational ones).
Improper staff motivation. Low employee motivation fosters intentional actions against a company, which surely includes information theft. This aspect was touched upon while discussing the first group of threats.
Deficiencies in the personnel assessment and development system. In situations where an employee feels unappreciated, disrespected and does not feel attached to the company as well as the shared responsibility for its financial performance or security, he or she will commit a crime related to, for example, information theft faster and easier.
Deficiencies and errors in the system of training and raising awareness among employees. Ignorance and unawareness of employees are one of the primary sources of loss or disclosure of corporate information. Therefore, every organization should strive for the highest possible level of its employees' knowledge. The conducted research showed that the reality is different. It can be concluded from the empirical data that only half of the employees participated in courses or trainings. The effectiveness and usefulness of the workshops is also a serious problem. The research proved that nearly half of respondents were unable to identify practical applications resulting from the content of the completed training. Based on the empirical data, it can be said that only 6% of respondents saw the usefulness of teaching material for the existing conditions in an enterprise to a large extent. A summary of the research results in the field of the usefulness assessment of completed trainings and courses for the daily tasks is depicted in Figure 6 . of performed work and contributes to mistakes committed by employees, such as sending messages containing confidential data to a wrong email address, losing or accidental destruction of mobile data carriers. The data in Figure 1 evidence that 37% of respondents believed that employee haste and fatigue were one of the most important factors fostering the loss or disclosure of corporate data.
Conclusions
Information is one of the elementary resources of an enterprise, essential in the decision-making process and organization management. In modern business space, it is treated as a special immaterial good, which, alongside other resources, has a specified value that determines success in business activity. Thus, organizations are obliged to ensure a reliable level of confidentiality, integrity and accessibility of processed and stored information and data. All events and incidents related to a breach of information security may adversely affect the functioning of an enterprise, undermine its competitive position and result in serious financial losses.
The holistic approach to information security management assumes that it is a continuous process, based on technical and procedural solutions as well as human action. Currently, it is generally accepted that the human factor is the weakest link in the information security chain. Human nature and social interactions can be much more easily manipulated than technologies and information systems designed for the protection of information.
The conducted survey research show that the biggest threat is connected with intentional actions of employees, which may include, among others, theft, economic espionage or non-compliance with the main security principles of a company. Such behaviors may be determined by dissatisfaction with earnings, refusal to increase them, refusal of promotion or discontent with working conditions. Consequently, information security management should include the development of guidelines for disciplining and motivating staff.
The empirical research also male it possible to assert that an important group of information security threats comprises of those resulting from insufficient knowledge and involvement of executives in information security management issues, which is reflected in the attitudes and behavior of other employees in the company. The lack of systematic training of employees undoubtedly constitutes a serious problem in the examined entity. The survey research indicates that only 26% of respondents declared that their company organized courses and trainings related to information security, while 45% of respondents participated in such trainings. Furthermore, in the light of the research conducted, difficulties resulting from pointing out the usefulness of training content for implementation of daily duties were determined. Only 27% of respondents rated the usefulness of training as high and 6% -as very high. Hence, gaps and errors in employee training constitute another threat caused by the human factor. Therefore, drawing attention to shaping awareness of threat occurrence as well as responsibility for protecting processed data and information is the necessary action in the scope of information security management.
Based on the above, it is necessary to take action aimed at managing the human factor, which in general should consist of:
 precise determination of employees' duties and powers;
 providing all necessary resources to employees (work tools);
 establishing appropriate rules for hiring employees and monitoring their work (reliability, honesty, work ethics, reputation and competence);
 handing over materials to employees regarding the valid procedures and security systems used;
 continuous training and raising awareness among personnel;
 using clear human resources politics and rules on introduction and withdrawal of employment procedures.
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